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Detection versus Amplification Recent Results Validation with Transformation

° Transgnt errors are IlkeIY to affef:t. Ion.g-run.nmg applications I?keeper understar.mdlng of how I?RESAGE fares under High level code transformations (e.g. Polyhedral) are essential to
e Detecting these errors with precision is basic to error-recovery Portable compller technologies (e.g. LLYM) | enhance the overall efficiency HPC programs
e Unfortunately, * More extensive measurements to confirm efficacy
Precise d.et.ectors come with hlgh overhe;ilds Measurement of efficacy under two ISAs +  We studied whether such transformations nullify advantages
- False !005|t|ve rates r.e.flect heavily on the introduced overhead - Intel and ARM +  Applied polyhedral transformations (using PLUTO) to HPC
especially when positive rates and soft error rates are comparable * Better measurement of applications
- Tuning for low false positive rates usually increases omissions - crashes versus normal-looking finishes
- No net gain (unreliability persists, accompanied by slowdown) - SDC detection efficacy . Verified that the advantages are preserved under
, , . _ transformations
e IDEA: Amplify errors to magnify their footprint H OW ISA M ay H e I p
- * Crash percentage tend to improve under them
How to achieve: Serendipitous advantage for some ISAs. -
* Focus on critical sub-computations amenable to “error chaining” e The ARM ISA has the ability to not only calculate .
e Propagate any errors in to all similar future computations relative addresses, but preserve it to help with
e Net gain: successive relative address calculations. “
- Error detection becomes cheaper (e.g. address invariants) e Observing this, we modified the ARM code generator 2
- The common case (error-free computation) runs faster to take advantage of this ISA feature and beat down the "
PRESAGE overhead to virtually zero in many cases.
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* Demonstrate that we can meaningfully amplify errors - ispihla e i wi e
* Amplification is robust under compiler transformations . Fig-4
* Process can take advantage of certain ISAs i Bar Graph: Application-studies with and without polyhedral

transforms as well as with and without PRESAGE transforms.

Error amplification , when selectively applied to well-matched
problems, may lead to sound detector based solutions.

* |n both cases, higher number of crashes are observed with
PRESAGE transformations (confirming error amplification)

We develop and release the tool PRESAGE based on LLVM Fig-2 -
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Structured Address Generation :
Address(A[i]) = BaseAddress(A) + size*offset
Relativized Address Generation : A — iemp sgt 132 %1, 1

br il %3, label 95, label %4

. — . [ . * (]
Address(Al[i]) = Address(A[i-j]) + j*size T F
EXPERIMENTAL RESULTS
LO: void foo2(double =a, int n){
LO: void fool(doublex a, unsigned n){ Ll: double+ addr=a; B adi-2d " lu-2d M jacobi-2d B seidel-2d o ) )
R doublex addr=a: 2 int PldIQ,‘ - ‘ Phi N'ﬂde for Selecting
1.2 - for (int i=1;i<n;i++){ t?; fon:(nn? l=¥:'1<l'1,'l++){ %6 = phi i6d [ %13, %5 1. [ 1. %2 ] Relative Base Address
. : : : _ : int id=2xi-2, %ephibasc_ = phi doublc* [ %0, %2 . | %ncwgep_. %5 |
L3: int 1d=2=f<1—2, LS: int rid=id—pid; 8 8 8 Gphidx_ = phi i64 [ 0. %2 ]. [ %12, %5 ]
L4: addr=&a[i1d ], L6: addr[rid]=i; N o 00 — - - %7 = trunc 164 %6 to 132
. .. 19 id=id : N 00 !_| %8 = sitofp 132 %7 to double
L5: *addr=1; ' P ; ' o . N %9 = trunc i64 %6 to i32
} L8: addr=&addr[rid]; o O O N % 10 = shl i32 %9, 1
) ) } Qo P © o0 %11 = add nsw i32 % 10, -2 Pres_age‘]ftg‘;‘;f“rme‘]
Ge 12 = sext 132 911 to 164 version o
Sorelidx_ = sub 164 9% 12, Yephidx_
WITHOUT DEPENDENCY CHAIN WITH DEPENDENCY CHAIN Genewgep_ = getelementptr double, double* %% phibase_, 164 %relidx_
——correct address ——addr_corrupt(fixed base) —correctaddr  ——addr_corrupt(relative base) store double %38, double* %ncwgep_, align 8, !tbaa !l
- - 13 = add nuw nsw 104 %0, |
5 G 14 = trunc 164 9% 13 to 132
3 %15 = icmp eq 132 9% 14, %1
= 25 ” br il % 15, label %4, label %5
o o 35
B 25 E 3 T F
7 2
E © = 15
a = < ,
2 15 = 15 (o) m g o Presage Error Detectors
. ﬂ | : < o~ - 00 %G]Z:P_Dbsrvd _:_phi double* [ Y%enewgep_, %5 |. [ %0, %2 ]
2 g 10 12 14 16 18 20 0 2 4 B 10 12 14 16 18 20 i (o) — — o) LN < Gephidx_2 = phi i6d [ G612, %5 1, [ 0, %2 ]
LOOP COUNT LOOP COUNT O A LD. 8 N % GEP_duplct = getelementptr double, double* %0, i64 S phidx_2
. . Yecastadrl = ptrtoint double* % GEP_obsrvd to 164
F|g'1 - - v Secastadr2 = ptrtoint double*® 9% GEP_duplct to 164
- L . Yecmpopdet = icmp ne i64 9castadrl, 9% castadr2
Senewstatus = zext il Secmpopdet to 164
. tySDc tyBENlGN °/CRASH O/SDC'DETECTION Seoldstatus = load 164, 164 * @ detectCounter
0 0 0 0 .
Snowballs the transient error to all future addresses. Joupdatestatus_new = or i64 %updatestatus, %oldstatus
. store 164 Ycupdatestatus_new, i64* @detectCounter
Increased chance of errors leading to visible program crashes Fig-3 ret void

Fig-5

Benefits of the PRESAGE Approach Limitations, and Future Work

PRESAGE efficiently amplifies transient errors during structured array generation to visible
 100% Silent Data Corruption detection FOR the chosen aspect to protect program crashes
* j.e.structured address computation * At present it covers only structured address generation
* This advantage is preserved even under polyhedral transformation. * Such focus was a significant enabler
* This makes the methodology work with important memory optimizations * Remains to be seen whether other aspects of system resilience are amenable
to similar error-amplification (future work)
 Benchmarks like adi, seidel have negligible overheads in range of 0.3% to 3.2%. Currently supports one dimensional array structures.
 Benchmarks like jacobi-2d lead to worst case overheads ~40% (high register * Future work includes covering more complex array/struct usages
pressure and increased inter-block dependency chains)
e Verified that some ISA can help minimize PRESAGE overheads by exploiting special We now better understand variance in SDC and benign errors across different kernels.
instructions that allow easy reuse of relativized addresses ISA-specific benefits are variable
* Developed using LLVM compiler infrastructure for portability across compilers/ISA * We are working on identifying loss of efficiency and mitigating the same
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