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To cater to these modern users, the Minnesota Supercomputing Institute is deploying a cloud — Project e
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Stratus is powered by the Newton version of the OpenStack cloud platform, and backed by Ceph u — Bastion Data
storage. The subscription-based service is currently running in beta-test mode. In addition to data M m

protection and compliance, the service offers three features not available on traditional HPC ‘Tmﬂsﬂmﬁl ‘ Keystone | ‘ AuditD |
» on-demand availability of compute resources; Figure 6: Compliance is met with an MSI-first policy that focuses on securing MSI, OpenStack, and

systems:
» long-running jobs (i.e., > 30 days); and Ceph. Going the extra mile, users are protected with sane defaults and network security, but they
» container-based computing with Docker. can opt-out of some protections at their own risk.

The NIH best practices guide for GDS data [2] was followed as a checklist. All bullets therein were
treated as required controls. Note that the best practices go beyond what most large research
computing facilities can or need to do.
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Stratus Hardware Performance Figure 7: Secure VMs start with “MSI-blessed”

images constructed by Disklmage Builder. Figure 8: Users choose from a variety of
| e i Cloud-Init and Puppet ensure that VMs are cloud-ready operating systems, including
RADOS Write Bandwidth to HDD Pool R | updated with the latest security patches and variants for graphical remote desktops, and
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_ _ | | Access to dbGaP Cache, an 53 Stratus base subscription Pkg |$626.06
Figure 4: Stratus is sandboxed from other MSI services, but VMs have access to three tiers of Short-term Protected Object Store Additional CPU Cores JCPU $20 13

storage. Shields denote storage suitable for dbGaP data. Analysis results, which are not subject to Access to MSl-blessed VM images Additional Block Storage TB  $151.95
dbGaP requirements, can move to MSI Tier Il for archive or public sharing. '

Root-level control to install software Persistent Secure Object Storage TB 1 $70.35

. . Fee structure is based on zero-profit cost recovery. Services are limited to UMN researchers only.
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