Comparison of Machine Learning Algorithms and Their Ensembles
for Botnet Detection

Songhui Ryu
Dept. of Computer and Information Technology,
Purdue University
ryu26@purdue.edu

ABSTRACT

A Botnet is a network of compromised devices that is controlled
by malicious ‘botmaster’ in order to perform various tasks, such
as executing DoS attack, sending SPAM and obtaining personal
data etc. As botmasters generate network traffic while
communicating with their bots, analyzing network traffic to detect
Botnet traffic can be a promising feature of Intrusion Detection
System(IDS). Although IDS has been applying various machine
learning (ML) techniques, comparison of ML algorithms
including their ensembles on Botnet detection has not been
figured out yet. In this study, not only the three most popular
classification ML algorithms — Naive Bayes, Decision tree, and
Neural network are evaluated, but also the ensemble methods
known to strengthen ML algorithms are tested to see if they
indeed provide enhanced predictions on Botnet detection. This
evaluation is conducted with CTU-13 public dataset, measuring
running time of each ML and its f measure and MCC score.

1 INTRODUCTION

According to the explanation in [1], a botnet is a “network of
compromised devices used by a botnet owner to perform various
malicious tasks. The devices — often personal computers — called
‘Bots’ are under the remote control of a human operator called
‘Botmaster’.” The primary goals of botnets include sending
SPAM, executing DoS attack, obtaining identity etc. [2].

A botmaster’s communication with the botnet is carried out via
Command and Control (C&C), which is the main feature that
distinguishes botnets from other malwares. Most botnets tend to
use IRC commands for their C&C communication, but some
botnets use POP3, HTTP or P2P as well. In this regard, botnet
detection can be done by observing network traffics generated
when botnets communicating with their C&C servers [3].

To analyze network traffic in IDS, using one or more machine
learning(ML) algorithms have been popular. However,
comparisons of each machine learning algorithms including
ensemble methods for botnet detection has not been studied yet.

In this study, the three most common ML algorithms for
classification [4] - Naive Bayes, decision tree, and neural network
are evaluated using public botnet dataset, CTU-13. Furthermore,
ensemble methods which are known to strengthen machine
learning algorithm also be evaluated to see if they indeed do the
help to botnet detection.

2 METHODOLOGY
2.1 Algorithms

Naive Bayes (NB) classifier calculates the probability of each
target class and selects the highest one based on Bayes’ theorem.
This is popularly used for SPAM filtering because it is relatively
fast and easy to understand.

Decision tree (DT) where leaves represent class labels and
branches do conjunctions of features that lead to those labels, it
supports the decision with chances of target class and resource
costs obtained from decision rules.

Neural networks (NN) consisting of several layers, once each
feature is given to input layer per a record, the model calculates
weights of hidden nodes to get the highest value in the output
layer. The outcome is compared to the true value and its error
term is used to adjust the weights in the hidden layer.

2.2 Ensemble methods

Known to strengthen ML algorithms combining predictors of each
ML classifier with or without weights, ensemble methods can be
categorized into three.

Voting. All different classifiers are trained separately with whole
training data and its posterior probabilities are averaged.

Bagging. Multiple sub-datasets from the original dataset are
sampled and fed to each classifier to use voting at the end.
Boosting. Each classifier is incrementally trained with the same
dataset but weighted by an error of the last prediction.

2.3 Metrics

F1 score. Considering both the precision p and the recall r of the
test, F1 score can be between 0 and 1 where 1 means its best value
and 0 its worst.

* T TP TP

p
F1=2 herep = -
prr WP T TP FP TT TP+ FN

Matthews correlation coefficient (MCC). With true and false
positives and negatives, MCC can be between -1 and +1 where +1
means a perfect prediction, 0 no better than random prediction and
-1 and inverse prediction.

TP*TN —FP*FN

Mcc =
J(TP +FP)(TP + FN)(TN + FP)(TN + FN)

3 TEST AND RESULTS

3.1 Dataset and Test Environment

The CTU-13 dataset is a public dataset featuring botnet traffic
mixed with normal and background traffic captured at the CTU
university, the Czech Republic in 2011. Among 13 different
network traffic captures, #9, #10 and #11 were used for this study



[5]. The characteristics of the datasets are explained in Table 1.
Also, among 12 attributes of network flow, 6 attributes —
Duration, protocol, flags, type of service, number of packets,
number of bytes were used as features. Date & time values and IP
addresses were excluded.

Table 1: Network flow distribution of the dataset

#9 #10 #11
Total flows 2,753,885 1,309,792 107,251
Botnet flows 184,979 106,352 8,163
(6.68%) (8.11%) (7.60%)
Normal flows 43,340 15,847 2,718
(1.57%) (1.2%) (2.34%)
Backeround flows 2,525,565 1,187,592 96,369
€ (91.7%) (90.67%) (89.85%)
Total size of NetFlows 1.5GB 980MB 74MB
Total size of packets 94GB 73GB 5.2GB
Bot(# bots) Neris(10) Rbot(10) Rbot(3)

The machine used for the estimation consists of Two 10-core
Intel Xeon-E5 and 64GB of memory.

3.3 Results

From the test that uses machine learning algorithms only from
Scikit-learn, the elapsed time and accuracy scores are as follows.
Outcomes from 5 different tests were averaged.
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Figure 1: Accuracy scores of each algorithm and ensembles
implemented.

For every data and algorithms, F1 score is higher than MCC
score. This is because F1 score does not consider the true
negatives. For this reason, MCC is preferred for a binary
classification [7].

Among individual algorithms, for #10 and #11, NN and DT
show decent accuracies over 0.97 in MCC even though NN takes
about 20 times more time than DT. But for #9, the accuracy score
dramatically goes down. Because the only differences among
three datasets and their evaluation are that #9 is much larger than
the others and it has different bot from the others. Possible reasons
for this can be overfitting or the very nature of the different bots.

This pattern appears the same on Voting-All result. This is on
the ground that voting works by averaging out each outcome from
the model.

Boosting method does not help either GNB or DT. Because the
nature of boosting is turning weak models, which has slightly
better prediction than random, into a strong one [6]. In this regard,
it obviously does not make DT strong as it already had a good
accuracy. The interesting thing comes with boosting-GNB. For #9
and #10, the MCC scores are near zero which means the
prediction is no better than random. At this moment, this outcome
is put to the future work with the other problem following chapter.

Bagging each algorithm seems very similar to using a single
classifier only for each dataset. While training a bagging model,
multiple sub-datasets sampled out from the original dataset make
their own classifier and then predictions from those classifiers are
voted. This dataset, however, may not take benefit from sampling
because the data is too sparse/skewed.

4 CONCLUSION

To detect botnet traffic out of all network traffic, decision tree
without any ensemble method would be the most reliable
approach. It runs much faster than NN alone, with the same
accuracy. GNB even though it runs the fastest but the accuracy
varies on the dataset. Unlike the common expectation, adopting
ensemble methods on ML algorithms for botnet detection in a
hope of enhancing the accuracy is not preferable because it does
not give significantly more accurate result while taking much
more time.

The questions that this evaluation gives are that why the
accuracy scores drop down when a huge data used. This may lie
in the nature of datasets or there might be overfitting issue.
Evaluating other botnet network data to see if the prediction is
data-dependent or changing parameters for the model can be a
start point of future works. Also, the reason why boosting-GNB
shows the poor result also could be handled together.
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